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2l A .. ORACLE’
ol | AP EF .. IX I SOLARIS
4%
Windows Server AIX 6+ HP-UX11iv3+ Solaris 10 Update 9+
2008 SP2+ (6100-05+) (Itanium, PA-RISC)
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Frame 58: 2192 bytes on wire (17536 bits), 2192 bytes captured (17536 bits)
Ethernet II, Src: Microsof_ce:2f:01 (00:15:5d:ce:2f:0 Dst: Microsof_ce:2f:02 (00:15:5d:ce:2:02)
Internet Protocol Version 4, Src: 172.19.186.145, Dst: 172.19.179.148
Transmission Control Protocol, Src Port: 714, Dst Port: 68332, Seq: 1, Ack: 336, Len: 2126
v Transport Layer Security
v TLSv1.3 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x8303)
Length: 122
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 118
Version: TLS 1.2 (@x8383)
Random: 6cedaca6obld3f6labbc74941f60fad6297a9fdd795323a052da390d92a14fc8
=)

v Extension: supported_versions (len=2)
Type: supported_versions (43)
Length: 2
Suppor“ted Ver‘51on. TLS 1.3 (0x@30e4)

e FL | BN

Length: 36
v Key Share extension
v Key Share Entry: Group: x25519, Key Exchange length: 32
Group: k25519 (29)

hamma b anmbbs

sabia oo
@ 7 supported Version [unmwn estansons. supported_versan), 2 byte(s)

Pockets: 265 - Displayed: 265 (100.0%)

M sentry.peap o X
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dAm @ RE | o we = ® Q& 7
Wy o gy fit [~
o, Time Desnation Frotocol  Length  Infa

56 27.662115 «179.148 172.19.186.145 TLSvl. 3 401 Client Hello

57 27.662156 . 186,145 172.19.179.148 TP 66 7148 + 60332 [A{K] Seqel Ack=336 Win=64896 Lens@ TSval=2999510186 TSecr=1332888673

58 27664783 186,145 172.19.179.148 TLSvl.3 2192 Server Hello, Change Cipher Spec, Application Data

50 27.665247 .179.148 172.19.186.145 TP 66 60332 + 7140 [ACK) Seq=336 Ack=2127 Win=64128 Len=8 TSval=1332888677 TSecr=2999519189

60 27.963585 172.19.179.148 172.19.186.145 TLSv1.3 1933 Change Cipher Spec, Application Data

61 27.963641 172.19.186.145 172.19.179.148 TP 66 7140 + 60332 [ACK] Seqs2127 Ack=2203 Win=64128 Lens® TSval=2999510488 TSecr=1332889000

62 27.964595 172.19.186.145 172.19.179.148 TLSV1.3 154 Application Data

63 27.964949 172.19.179.148 172.19.186.145 e 66 60332 » 7140 [A{K] Seqe2203 Ack=2215 Win=64128 Lens® TSvals=1332889001 TSecr=2999510489

64 28059739 172.19.179.148 172.19.186.145 TLSv1.3 216 Application Data

Prafie: Defoult
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[‘”Ol E-{ Ml 2 2823-84-25 16:47:35+08080 [= 35343 [=] 389 UDP ldap PERMIT rulel @ 141 1 1 a
) 3 2823-84-25 16:47:35+0080 = 35282 (= 53 UDP dns-base PERMIT rulel @ ag 1 1 a
'T'LIE‘ a 2823-84-25 16:47:35+0080 [= 42033 (=] 53 UDP dns-base PERMIT rulel -] ag 1 1 a
LHH P 5 2823-84-25 16:47:35+0080  [= 34994 | [ 53 UDP dns-base PERMIT rulel @ 182 1 1 a
=2
6 2823-84-25 16:47:35+8000 (= 4305 (=] 53 UDP dns-base PERMIT rulel -] 87 1 1 a
a2 A }:I 7 2023-84-25 16:47:35+8000  [w 42517 (= 53 | UDP dns-bas PERMIT rulel 1 1 1 a y
=~ = = o~ o~ B~ e~
o= ~ |.E Or=0t+k =13 |-|:F| (o) EX* |.E |j\ |. |0.I |.O_I =1 |.|:F| E
A =2 AR EEEE YH 21 o= 2 Yotz AIAT OIO|CIOY YetH =1 'V

A Xl
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n Logpresso 42 & & @

T d
ELL| &=
A == — ny
=3Al e TE7| FwW_FIREPOWER w AF|OF g 712t 2017-04.2500.00.00 |~ 2023-04-26 00.00.00 ESl L. = 254
WEE _
' EE (+TEHE}) (@A LA
el 2 L Zt =k =Ulf|ZE ox ORIFZTE = = f=-1 =] 7 £ E i Al = AT = AT = 2= Al E
= o M2 D =£7P D =<7z 0O =2=AP 0 S=EXR=E Q=== (A B B s D =4 @ HiolE [ 1 JEEA] [ 1 i Al B =4zl 0 sAH0IE
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E”Ol E‘{ Ml 2 20823-01-89 20:83:34+0980 =] 55376 [mE] 22 TCP PERMIT FP_IDS_FILE POLICY [s1:] 1 1 2] 60
o E 20823-01-89 20:83:34+0980 =] cgel1z [ ] 443 | TCP HTTP PERMIT FP_IDS_FILE POLICY 19648 25 18 7 19814
'T'LIE‘ 4 2823-01-89 20:83:34+08980 =] 58ele % 443  TCP HTTPS PERMIT FP_IDS_FILE_POLICY 1479355 1753 1869 744 1429463
LHH P 5 2823-61-89 20:83:34+08980 =] 58811 % 443 | TCP HTTPS PERMIT FP_IDS_FILE POLICY 28685613 3304 1964 1488 2712435
=
6 2823-01-89 20:83:34+08980 =] 65285 % 443 UDP PERMIT FP_ID5_FILE_POLICY 1392 1 1 2] 1392
EE’L I‘I 7 2823-81-89 20:83:34+8988 =] 58812 [ ] 443 | TCP PERMIT FP_IDS FILE POLICY 218 3 2 1 144 D
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HE YK

252 WORM LA AR E2[0|HE MISOH0 AIAT 22|X Het O 2
I}E AAILE IART =7 tSote= A[ZFR-LICE

2aogafiE

5.] root@localhost:/worm/14 X o

[root@localhost 14]# 1s -1
total 3968
STWST— root root May
root root May
root root 210038 May
root root 276 May
root root 162703 May
root root May
root root May
root root May
root root May
root root May
root root May

EEM T =
=T
=IMmTr—=Ir

RPRRERRRRERRRR
RPRRERRRPRRRRRR

[root@localhost 14] # rm 2017-05-01.*
rm: remove regular file 2017-05-01.da
rm: cannot remove 2017-05-01.dat': Fu
rm: remove regular file 2017-05-01.id
rm: cannot remove 2017-05-01.idx': Fu
[root@localhost 14] #

Op A

ClA3

WORM I}E[H
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—-rw-r— 1 root root May 1 Eo|& 0|&

CjaEa|

29

—1n

M E[O]E 2=7|

2017-01-09.
2017-01-09.1
2017-01-10.
2017-01-10.
207=01=1 13
201 7=01 =118

an1T_Aa

worm_test

AES256

365
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2023-03-27 06:40:43+0000 EE 193.100.05.12 ‘et ZGrab Application Layer Scanner Detection(57955) OHIE 47
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2023-03-27 02:17:16+09080 ME 162.243.152.28 el ZGrab Application Layer Scanner Detection(57955) 3
2023-83-27 86:50:33+8900 EE 193.109.92.121 e} ZGrab Application Layer Scanner Detection(57955) 3
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Class-A Class-B Class-B
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=% HIOIE] 244
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o EE
e ANS
Sy
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£ SSH I

£ VPC Flow

ArS
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#709125-1abl. .. %

table duration=1h EEDIOM_FW

Al M2l:iLIC.

='d of0I2[0|E X &

| fields _time, _schema, src_ip, src_port, dst_ip, dst_port, protocol, application, action, sent_pkts, revd_pkts, sent_bytes, revd_bytes

| search _schema =

| lookup geoip src_ip output country as src_country

| lookup geoip dst_ip output country as dst_country

| search src_country I= "--

| eval _time = datetrunc(_time, "10m")

| stats dc(dst_port) as port_count, values(dst_port) as dst_port by src_ip,

| sort -port_count

«| < 2 (34 56 > »
# D src_ip D dst_ip

1 mm 185.234.216.11 8} 186.240.144.173
2 mm 185.234.216.14 8} 186.240.144.173
3 mm 185.234.216.15 8} 186.240.144.173
2 = 94.102.61.41 I8} 106.240.144.173
5 mm 185.234.216.11 I8} 106.248.144.173
& . 185.234.216.18 I8} 106.240.144.173
7 mm 185.234.216.19 I8} 106.248.144.173
H - 185.234.216.19 I8} 106.240.144.173
B . 185.234.216.19 I8} 106.248.144.173
1@ == 94.102.61.45 0} 106.240.144.173
11 - 185.234.216.10 I8} 106.248.144.173
12 - 185.234.216.11 I8} 106.248.144.173
13 . 185.234.216.13 I8 106.248.144.173
12 - 185.234.216.16 18] 106.248.144.173
15 - 185.234.216.17 | {8} 166.248.144.173
16 - 185.234.216.12 (8] 166.248.144.173
17 o= 94.182.61.5 8} 106.248.144.173
18 = 94.182.61.35 8} 186.248.144.173
13 = 54.182.61.35 8} 185.248.144.173
28 == 94.182.61.53 8} 186.248.144.173
21 - 185.234.218.16 | fe} 188.248.144.173

250 A
B _time

2023-94-09
2023-04-09
2023-94-09
2023-04-09
2023-94-09
2023-04-09
2023-94-09
2022-94-@9
2022-94-@9
2022-94-@9
2022-94-@9
2022-94-@9
2022-94-@9
2022-94-@9
2023-04-@9
2023-04-@39
2023-04-@9
2023-04-@3
2023-04-@3
2023-04-@3

2023-04-@3

231

23:

231

23:

231

23:

231

23:

22:

23:

22:

23:

22:

23:

231

23:

231

23;

23:

23;

23:

"session” and pretocel == "TCP" and sent_bytes <= 200

dst_ip, _time

:0e+8500

:0e+8900

:0e+8500

:0e+8900

:0e+8500

:0e+8900

:0e+8500

:98+8908

:08+8908

:98+8908

:08+8908

:98+8908

:08+8908

:98+8908

:08+8908

:08+8908

:08+8908

:08+0908

:0B+0308

:08+0908

:00+0308

0 port_count

@

o

w

n

w

n

n

n

S

*

S

S

*

S

w

w

il
Ie
)

M ost_port

[2922,25643, 39165, 50943, 60472, 68

[5728,9818,16679, 22468, 26996, 48323]

[21237,23431,38617,29117,44502,63616]

[4911,4999, 5003, 5090, 5280
[4e22,21235,51687,53673,5724@]
[2225, 38816, 39715, 40593, 40958
[5545,44237,49523, 49843, 54514 ]
[28993,35881,49922,51939,62328]
[22979,39905,28124,42171,53572]
[27619,48701,48705,48798]
[24225,29781,58476,61570]
[9796,15739,40917,44571]
[10665,22188, 26664, 55859]

[7214,14266, 25267, 20942]

[1244@,42170,49435,51781]
[7186, 22126,47263, 51658]
[12299,12300,12382]
[2059, 2309,2819]
[2572,2781,3876]
[8826,8827,8838]

[2221,2654,7128]
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2023-03-07

20230307

L Y 10 PEE 2023-03-07
M g=51) @ A
HEIP
p | 274 ey cra
x _
2aM 23| 2023-03-21 00:00 2023-03-22 00:00 puE  LLOEEE . =3220% e
| >
DOCX EE set from=nvl(3("from"), datetrunc(ago("1d"),"1d")) HAE
D‘ E‘ Eﬂ | set to=nvI($("t0"), datetrunc(now(),"1d"))
FHTML I json "0’
| eval line=concat("2 2 1ME ", string($("from"), "yyyy-MM-dd"), " ¥ 22 LU DM YLILEY)
e HOorEtN| B M
2 20MEs2023-0321 9 HOIEA YYE A AULICEH Y 22(2) ® a - %
T SR EH2 FossT 00
0l & 2lselod) d2(159) €8@ad) AeltiFlanHe = IA =Halelch P eray
E|FI 2| s
1. €12 N2l Hg s
Zisel o= ad Hz|cy7|
#Hal set from=str(datetrunc(dateadd(now(), "day”, -1), "1d"), "yyyy-MM-dd HH:mm:ss") HAE
0 15 210 12 | set to=str(datetrunc(now(),"1d"), "yyyy-MM-dd HH:mm:ss")
= dbquery sonar select * from sonar_tickets where created_at >= :from and created_at < :to
X3 )2 Sz | dbquery i E i
2. 8o i | rename guid as ticket_guid
L i = - | join ticket_guid [
A" 23 st 45 L& ol L& g EACH Hob 23] dIAE H¥ HE 2 3 2 RS Aol S41 =71 34
set from=date($("from”), "yyyy-MM-dd HH:mm:ss")
0 0 0 0 0 o 0 12 0 0 226 | set to=date($("ta"), "yyyy-MM-dd HH:mm:ss")
—_ | table from=$("from") to=$("td") sonar_event_00001
S EF =
21 =8 =I| ?—i%!‘ | stats count by rule_id, rule_type, ticket_guid, rule_name | fields - count
]
5 +
7Heae| =i ol | fields - title, id, repo_id, format, owner_id, x_login, x_user, x_dept
=7| 3% IP BE7|5 2R - OTX S5 P EE| 103 | join type=left rule_id, rule_type [
=7 5z |PEE 7|8 27 - OTX 52 PR 101 dbquery sonar select * from sonar_stream_rules
| search not(deleted)
e =3 DMZ ZE A7H 12 | join type=left category id -
=7| 8% LR RO PATH O E BX| 12 )
=737 1P BEY|E 2] - OTX S5 IPE7 10 _
M4 g5(3) ® - v X
AR o oS wE
T AL O A=k S0 010, 8 =
O] & URLAE 0, IPAHE 02 2 T A ElRia Lt
HE 1 B A2 HE
34 4G9 FE FE MO|E X
EE set from=str(datetrunc(dateadd(now(), "day", -1), "1d"), "yyyy-MM-dd HH:mm:ss") HAE
| URLACHA | set to=str(datetrunc(now(),"1d"), "yyyy-MM-dd HH:mm:ss")
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CPU
HIZ2E|
28 AH N/A
ClA3
NIC
SSHIHI
2A/2E UMY
it (0133} Al 20H)
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128GB

OS: SSD 480GBx2EA
DATA:HDD 4TBx4EA
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HA‘I/J\

(0=

(7t212TB)
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N/A

XI Olj;.”o:i
st Al 2CH)
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256GB 512GB
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DATA:HDD 8TBx4EA
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1Gbps Dual 1Gbps Dual

N/A N/A

RHEL 9+ / Rocky Linux 9+

I:i,k-l//xXlOlX.”o:l =
(Ol&3t Al 2TH) (0IB%t Al
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DATA: HDD 4TBx2EA
(712 4TB)

10Gbps Dual

QIEl X2 3.0GHz
8core x 2EA

512GB
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