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Gartner.
Peer Insights.

Trulyexceptional
protection for web
apps & APIs

RadwareCustomer,
Telecommunications

WEB
ATTACKS

X8

o)

ACCOUNT
TAKEOVER

APIABUSE /28

Mobile & Web Applications APIs

SUPPLY CHAIN

AI-BASED ATTACKS

ATTACKS

KNOWN BAD
ACTORS

DDOS ATTACKS
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ithub All-in-One d 1 ~

~

2 W

@ github.com/MatrixTM/MHDDoS

MHDDoS | DDoS Attack Script With 56 Methods

(Programming Language - Python 3)

Ple 1out the

. o 1€ WAF, DD0S,

J

U\/

~ Layer 7 Dstats

LAND.
HIT - hitp:/109.228.46.163hit

T n Q-

V{4

Features And Methods
- &

(ILLER | Run
OR |

’ Attack Tools
Evolving

DDoS attack
vectors

application
exploits

Built-in
bypass again
common
defenses
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Revolution

~
V4 O
A LLM/ +& / }{°
Vulnerability GPT-4 success rate . P
LFI 60% 15, CVE4 -4 D
CSRF 100% A
XSS 80%
SQL Injection 100% ~ ~ =
Brute Force 80% A ‘4 — I'L ’\1 W O o I'L
SQL Union 80% f"] KK v 4 91N T
SSTI 40% » ? “E -~ R
Webhook XSS 20% U W ~ 1
File upload 40%
&G xxxepT A GPT4lE £1 4 - Ef
..... ing - ervice tha .t "bya :::NET , 87%r] !\E\ Q 3 ,
dedi ated team of five exp o o ©
e s et W i X&Z 8 wacane ; ¢ 1 a 4-"E
e Secami N k"“"' ot INFOSTEALER S
operates on escrow, ensuring secure transaction WX\ ::ST::::}::ELRWARE g y (ZAP g

Metasploit)-n— . ¢ 0%r
~ . o n QJ(_) I‘€ . r]

* [2404.08144 LLM Agents can Autonomously Exploit €ag

GenAI -L|| vJ " Vulnerabilities (arxiv.org)
" A |_|_|v|=|=

1 O

o
”'LI,T
REL RO 4, 4/
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GS Shop Case Study (2024.06~2025.02)
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HOrAI e A

3% 2%
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- 4ot o
s 230 AT
(Automated Login Attempts)
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(Stolen Credentials)

— 1589t A
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(Compromised Accounts)
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23l 6n Microsoft 365
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Microsoft Response to Layer 7 Distributed Denial of Service
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2411 8n CloudFlaréBlog

ASTRO-NET
Forwarded from
@ Count Bout

@ #3 CloudFlare Pro NoSec #1 ()

~/ Metric Statistics:

e Total requests: 35.41 M

e Allowed — 35.40 M (99.97%)

e Blocked (HTTP requests from known
botnet (signature #93)) - 12.14 K
(0.03%)

You are not currently in an invisible
state, the statistics will be displayed
in the leaderboard according to the

ranking of the data.

&8 Data from user: Lexy [stresser.rest] &&

ASTRO-NET

Ovu

& Target :

} METHOD : 1x ASTRO-KILL

& CHECKHOST : https

n v, ,e" -/ 41 Lanuyr-o0FK

M

T

(CLOUDLFARE)

IP address
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403
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S" = (add-on)

Load Balancer DNS as a Service
as a Service
# E 497 Tuy W W n &
LY 0o B, U’U ¢=13 Of ' Qoo
"Ex d DevOps/ & i T h’nﬂT »E U
O-EL~ A CDN & " o'ETn

. .

Managed Certification Unlimited DDoS
as a Service Protection
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? NG Pslrgkc Npmrcar gml

I, oy API ¢ > o NEGATIVE POSITIVE
L) HRA SECURITY  SECURITY

Authz Embedded GraphQL
Control Attacks & REST

Full
: Data

Certificate Sy Enfor(t:emen

Business

API| Protection et
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POST
/order/create

= =
FE24Y

(Create)

POST
/payment/verify

25| 2t=
(Paid)

Status: PAID

POST
/refund/request

gE LN
(Requested)

Status: REQUESTED

POST /refund/request

ghE od
(Requested)

POST
/refund/approve

Ea|x} a0l
(Approved)

Status: APPROVED

POST
/refund/execute

ghE A
(Refunded)

Status: REFUNDED

s

]

(Closed)

Immutable State

‘ POST /refund/execute

e Ay
(Refunded)

H|ZL|A 2% 34 (Business Logic Attacks)
Sequencing Violation

- Attack Signature Si2
« HAEQI API QIERQIE AL
- J4xol 2 4] (Authenticated User)
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# cowsenced D | SEClouwdDeme 3 O spensecumyeent e (AN @ & ¢ B8 4 @

Analytics Application Analytics Network Analytics Bot Manager Analytics

Allow List Vulnerabilities Database Web DDoS Protection Business Logic Attack Protection  New |-2" Application: BLA Secure Demo ~

p _ .
Sequence Explorer @ Search by URI Q | Filter by Method ~

J
1

&Qcoscl agl e

g
?NG
& 8

C' - Japi/users/{user_id}
Gl

- /api/users/{user_id}/orders
4

‘Al - Japifusersi{user_id}/credit-c.. - /api/users/{user_id}/orders/{order_id}

m Confidence Score Analysis — Transactions received E Actors Seen

Medium B 237 At least 189 api/users/{user_id}/orders

- /api/users/{user_id}/orders

[- : :
/api/users/{user_id}/orders/{or...
(

- /api/users/{user_id}

- Japi/users/{user_id}/add - /apil/users/{user_id}/credit-car...
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Ori Goldberg

Dashboard

Scans History
Event Log

Vulnerabilities

Settings
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Agentic Al Security

LLM Firewall Agentic Al Security ServeAl
LLM 3 O wi T+ 9Sd QS T-EHKEYE Al n
Al/ +4 O 1 — s d” . 9TS T

Radware Cloud AppSec s ] HH o5 -
Add-on )
GenAl crawlers
Al Agents
OWASP Top0for LLM Topl0Agentic Al Security Risks
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LLM Firewall Overview

Prompt Pl Token limit HAP Brand Blocked/
Injection detection Blocker Protection  Allowed
we, b, %E Topics
b A
Guard | | | | Guard
Request | ii | | Response
/Chat Interfac% . i fPowered AI\
" Application
O e >
." CloudAppSec oo @
\_ J
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Clients
o PNe)
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LLM Firewall

Oon L g1

Service 1

MCP
SEIED

191

‘"@OB_)

Behavior
Guardrails

Secure Agent
Access

Agent & Tool
Discovery
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QKS Group

SPARK Matrix™ 2024

LEADER

Radware
Named as a
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Web DDo

WAF Bot, API S OO0t~

Bot Management
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Android W [
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\' CO- Blockchain Crypto Challenge
CAPTCHAL O

o/

Proof of Work

Access Request

Attacker Malicious Activity Detected

Web/API/l0T . -~ \ ¢
€ Cryptographic Challenge Protected \

Domain /
Ongoing Malicious Activity Detected

JS/Agemt Exponentially Difficult Crypto Challenge

Challenge

Memory Disk Network | Po > Pov

v (& Google Chrome (7) 129.9 MB 0.1 MB/s 0 Mbps [Nerhigh Low

@ Google Chrome 453 MB 0 MB/s 0 Mbps fVery high Low
G Google Chrome 452 MB 0.1 MB/s 0Mbps Moderate Very low

® Google Chrome 9.8 MB 0 MB/s 0 Mbps Low Very low ooge radwal'e | 27
oe
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* N CO- Blockchain Crypto Challenge %%\ o A
CAPTCHAL O

Vg rr

\ k  25M

Example Challenge: 58ddd274b090a5d1 Example Challenge: 58ddd274b090a5d1
Difficulty Level: 4 ] T L X p L Difficulty Level: 23 ] 7T == X e =

Goal: Arrive at a Nonce (Unique Value) through

Goal: Arrive at a Nonce (Unique Value) through baratinn ciinh that

iteration such that

SHA256 (Challenge+Nonce) = Binary Number with 23
SHA256 (Challenge+Nonce) = Binary Number with 4 trailing zeroes
trailing zeroes

Nonce"00000000009aade6”

Nonce"0000000000000009” Time it took tp arrive at the right nonce: 1388 seconds

Time it took to arrive at the right nonce: (23 minutes)
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Latest Real Time Signature

1 _] n !A 1

o o

Up to Several days w/ multiple
waves lasting

oft 7 =ifd4H 14.6M 10-20

DDoSHt K+ Az L RPS HOURS
e_yo.

T4 A E WA

DEHEWO . :
??éadwa'fegjstomer, AIT Al¥ H i LAl * e QE

A~

Tech Services r'| A T T At \|J\'| n Y

'] PeerSpot

n . !‘A . 3 *
Signature created in
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Analytics
metrics scripts
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embeds
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" b OO0 v £ - Formjacking

>

Magecart attacks, Skimming, Supply Chain Attacks, JavaScript Skimmers

Unmonitored 3™ Party

.“,,D A 39 party” b Ax 4 )
* JS Services Used by

(O'Ed#%) fhe App al
‘ Ooe WAt B AX & %\ f HTML &
; : = Analytics ol
.. < trics scripts f @
QO =T W O )
‘ Social

Attacker & Server

sharing buttons

‘ Qoo WAt e 39party Ax a 9%\

‘ oy AXxXOQK OEGQ, v n ‘
At L ACE" fo i
1y 5

@ o-- 20 0>, L. AKT &7

@ ooo 1|

End-user / Browser -Side
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Client Security
Agent

END USER

Analytics
metrics scripts

©fE

Social
sharing buttons

‘ Radware Cloud

oee
0
L

‘ Protected App

CLIENT SIDE
PR[]TECTIUN
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Scrubbing
centers
Worldwide

of global
mitigation
capacity

AppSed’oPs
With Global
Coverage

O @ DDoS MITIGATION SCRUBBING CENT@ CLOUD WAIFoP @ BOT MANAGER SERVICE CENTER
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Standard Advanced
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Standar

(N

WAF

API Protection

Basic Bot Protection

Advanced Rules

Rate Limit

Access Control & IP Geo Rules
Reporting & Analytics

Threat Intelligence Queries (per month)
DDoS Protection

Standard Support

Advanced Support

Ad ced WAF (Path Access Protection and Al-based
Correlation Engine)

EAAF

Client-side Protection — Detection
ent-side Protection — Mitigation

API Discovery

Bot Manager

Load Balancer as a Service*

Web DDoS Protection

PCI DSS 4 Compliance Extension

DNS as a Service

Threat Intelligence Service

Data Retention

Unlimited DDoS

CDN

Premium Support

Or

Radware Cloud Application Protection Service

v
50
10Gbps
v
v

X X
Failover Basic Advanced
Add-on Add-on Add-on

X Add-on Add-on
Add-on Add-on Add-on
Add-on Add-on Add-on
30 Days 60 Days 90 Days
Add-on Add-on Add-on
Add-on Add-on Add-on

Add-on Add-on Add-on

AX Q

Advanced

Add-on

NN

—

omplete

ooee
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UPSELL

Standard-

A Basic WAF

A Basic Bot Protection
A Basic API Protection
A DDoS Protection

A Basid_BaaS

A standard Support

& R
=T £ HO Axa 1 (1)
Add-ons
Aweb DDoS Protection
ApcI DS8

Advanced -

A Advanced WAF
A Albased Correlation
A Path Access Protection

A Clientside Protection
(Detection)

A EAAF
A Advanced Support

AThreat Intelligence

Bot Manager
: APremium Support

ATO Protection

Clientside Protection ﬁCDN
(Mitigation) DNSaasS
API Discovery for  AUnlimited DDoS
complete AP AAI SOC Xpert
Protection
API| BLA Protection
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Attt 1 xHO "Axd
Support Level

NN
p— ﬂz

Managed Services Support Levels

WAF

v \J
API Protection Risk/Impact-based
Priority Standard Advanced ERT Premium
Basic Bot Protection Support Support Service (Add-0n)

Advanced Rules Response  P1 (Phone) 40 Min 30 Min 10 Min

Rate Limit SLA P1 (Ticket) 3 Hours 2 Hours 60 Min

Access Control & IP Geo Rules P2 6 Hours 4 Hours 2 Hours
Reporting & Analytics P3 16 Hours 12 Hours 4 Hours
Threat Intelligence Quei (per month) 5 £ E P4 24 Hours 24 Hours 12 Hours
DDoS Protection G Ticket P1 48 Hours 48 Hours 24 Hours

Updates

Standard Support P2 96 Hours 72 Hours 48 Hours
Advanced Support P3 120 Hours 96 Hours 72 Hours
Advanced WAF (Path Access Protection and Al-based P4 144 Hours 120 Hours 96 Hours

Correlation Engine)
Managed  Certificate Management &

— Services  Notifications X

Client-side Protection — Detection Onboarding & Policy Review

Client-side Protection — Mitigation Post-attack Analysis

X | X| X

API Discovery Chat Support

Bot Manager b4 Access Logs

Quarterly Premium Security Report
Load Balancer as a Service* Failover Basic Advanced

S Annual Special Event Preparation
Web DDoS Protection Add-on Add-on Add-on g g

PCI DSS 4 Compliance Extension X Add-on Add-on Annual Attack Test (DDoS L3-7)

DNS as a Service Add-on Add-on Add-on Proactive Security Recommendations
Threat Intelligenc Add-on Add-on LT Security Configuration Revie 6 Months 3 Months

X | X|[X|X|X|X|X

External Monitoring External Monitoring
on Top 5 Apps on All Apps

90 Days Extended Monitoring

Data Retention 30 Days 60 Days

Unlimited DDoS Add-on Add-on Add-on

X

NoKey — HSM Integration X N4
CDN Add-on Add-on Add-on Limited Availability |

Premium Support Add-on Add-on Add-on
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Cloud Application ProtectionComplete- 1000ApplicationsAdd-On- Monthly Fee Cloud Application ProtectionComplete- 1 Gbps Traffiddd-On- Monthly Fee

Cloud Application ProtectionComplete- 100 ApplicationsAdd-On- Monthly Fee Cloud Application ProtectionComplete- 500 MbpsTraffic AddOn- Monthly Fee
Cloud Application ProtectionComplete- 50 ApplicationsAdd-On- Monthly Fee Cloud Application ProtectionComplete- 200 MbpsTraffic AddOn- Monthly Fee
Cloud Application ProtectionComplete- 20 ApplicationsAdd-On- Monthly Fee Cloud Application ProtectionComplete- 100 MbpsTraffic AddOn- Monthly Fee

Cloud Application ProtectionComplete- 10 ApplicationsAdd-On- Monthly Fee Cloud Application ProtectionComplete- 50 MbpsTraffic AddOn- Monthly Fee

Cloud Application ProtectionComplete- 5 ApplicationsAdd-On- Monthly Fee Cloud Application ProtectionComplete- 10 MbpsTraffic AddOn- Monthly Fee

ooee
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Basic Bot Protectiog2 KI' 1 Q& Ay Of dzZRSRK

Protection against Mitigation

Common Bots
Set of preconfigured Integrated CAPTCHA service ACAPTCHA

security policies to stop ABlock
common bot attacks
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| oad Balancer as Service

| oad Balancer as a Service

Radware Load Balancer as a Service (LBaaS) complements cloud application protection services
with improved SLA and scalability while maintaining high availability and protecting all origin sites. It
provides Active/Active traffic and user load balancing between origin sites.

Failover Basic Advanced

Failover (Active-Standby)

Number of Active Real Servers (Origins)
Multi-port Support

Active-Active Load Balancing — Round Robin
IP-Based Persistency

URL-based Load Balancing

Active-Active Load Balancing — Least Connection

Cookie-Based Persistency

ooee
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Threat Intelligence Sevice

Plans

L) Essential

IP Insight
Monthly IP Queries 50 1,000,000
Who IS - AS, Geo and Range
Risk Score and Al Analysis
Intelligence - Malware, Proxy, Active Attackers and Bot Net

REST API Support

Reputation Alert

Monitored Subnets Beta

Intelligence

Telegram Claimed Attack Dashboard

ooee
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