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lllumio, Forrester Wave™ Leader #1H

Forrester Wave™O0{|A{ lllumio= Of0|32M|1HIE|0|M Leader2 MA(0Q3 2024)

THE FORRESTER WAVE"
Microsegmentation Solutions
Q32024

o|2 W72 ZHE AR 2|C

FORRESTER'

WAVE
LEADER 20

Microsegmentation

Solutions

illumio 4

* Ordr

« TrueFort @ Broadcom @ ey
(+) Zero Networks

o Hewlett Packard Enterprise

Z//%
_

7

%

M



lllumio, 2| 2lAX|Z2 eS=
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IDC ?7|&, lllumio= 20244

Worldwide Microsegmentation 2024 Share Snapshot

Rest of market $19.7; +5.1% y/y
ColorTokens $32.7; +12.1% y/y

Unisys
$52.5; +9.3% y/y
9.0%

Total Market

$580.3M
A +18.9%

Cisco
$54.9; +9.5% y/y 9.5%

Broadcom
$97.3; +7.5% yly

Akamai
$127.2; +24.2% yly

Note: 2024 Share (%), Revenue ($M), and Growth (%)
Source: IDC, 2025

illumio
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Worldwide Microsegmentation Revenue by Vendor, 2023 and 2024

2023 2024
2023-2024
Illumio Revenue ($M) Share (%) Revenue ($M) Share (%) Growth (%)
$196.1; +31.6% y/y
lllumio 149.0 30.5 196.1 33.8 31.6
Akamai 102.4 21.0 127.2 21.9 24.2
Broadcom 90.5 18.5 97.3 16.8 7.5
Cisco 50.2 10.3 54.9 9.5 9.5
Unisys 48.0 9.8 52.5 9.0 9.3
ColorTokens 29.2 6.0 32.7 5.6 121
Other 18.7 3.8 19.7 34 5.1
Total 488.0 100.0 580.3 100.0 18.9
Source: IDC, 2025
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o M XS AlEHEHT BESHE |0|E(Label) MMS M2
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MITRE ATT&CK &#3: 34 932 ali&l= Lateral Movement
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NOW: Containment Era: Stop Cyber Disasters
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ol20|2 Breach Containment
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o [llumio Breach Containment Platform e |
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83 Dashboard
@ Servers & Endpoints
O Cloud

® Ransomware Protecti...

G Insights (50 A
[® Risky Traffic
[® Malicious IP Threats
[® Known and Unknown ...
[® Cross Account Traffic
[® Traffic to Country
& Cloud Configurations
@ Shadow LLMs
[Ea Resource Traffic
6 Explore v
U Policies v
@ Servers & Endpoints v
O Cloud v
s Access v
Infrastructure v
{3 Settings v
@ Troubleshoot v
(@ Support v
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88 Home

Q- Insights

(H Insights Hub ©

Q Search

Top 10 Malicious IPs

Inbound

¥ 98142

»* X X

»

172.96.

.95.254

124.221127.90

137.224

198.185.159.145

115.236.153.170

185.244.181.112

60K 8%

54K 4 20%

38K V8%

36K V8%

34K 8%

Risky Services Traffic ¢

Port
80
53
22
23

1723

Protocol
TCP
TCP
TCP
TCP
ubP

TCP

Service

* X ¥ X

»

TeamVie...

DNS

SSH

TELNET

PPTP

TCPMUX

38/

Flows Bytes

Outbound
80K V12% ¥

S C

»* X

Flows &
NEW
NEW

™ 20%
NEW
NEW

¥ 8%

102133.44.56 1531 1231 2.3K 410%

179.60.123.45 8080 21K V2%
195.150.22.88 443 1.9K ¥ 4%
62109.121.50 80 1.9K ¥ 20%
203.25123.99 21 1.6K 8%
91.200.12.77 80 1.6K 8%

Flows Bytes {}; Bytes ¥

13.79K NEW 52 GB

5.66K NEW 1.45 GB

1.08K ™ 8% 20 MB

202 NEW  55.09 KB

343 NEW 33 KB

800k 8% 29.02 KB
20

Q Search

Known and Unknown |

60

40
20 | I I |
0

Ps

2 Nov 3 Nov 4 Nov 5 Nov 6 Nov 7 Nov 8 Nov

¥ Filter Last7days v  from Nov 2,2024 - Nov 8, 2024 compared to Oct 26, 2024 - Nov 1, 2024

- 2C

Resource Protection Coverage

60

40

aws AWS A Azure O 0OCl

Top 15 Dst Roles for Workloads using ¥ TeamViewer 80 TCP

v

§ 850K GlobaiCata..
§ 100K LDAP

§ 70K EMCBackup

|| 68K Datalntegrat...
§ 65K Trendmicro

f 50K Database

§ 49K Backup

§ 47K iscsi

§ 45K DNS
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83 Dashboard
@ Servers & Endpoints
O Cloud

® Ransomware Protecti...

9~ Insights (&N ~
[B Insights Hub
[® Risky Traffic
Known and Unknown |...
Cross Account Traffic
Traffic to Country
Cloud Configurations

Shadow LLMs

® D PP

B Resource Traffic
) Explore v
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O Cloud v
S Access v
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{3} Settings v
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A 012345678901

as aws-org-0011223344
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Subscriptions

>
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B Traffic Query Results

A
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aws

012345678...
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aws-id-098...
account-id-...
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167.94.146.20

167.94.146.20
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167.94.146.20
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Traffic Inbound X
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+2
+1

+2

+3

FlowsNow
52 GB
1.45 GB
20 MB
55.09 KB

50 KB

with Malicious IP Flows ©

FlowsPrev
54 GB
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40 MB
52.1 KB

30 KB

Flows Bytes

175K 41K

67K 4500

50K V1K

40K 430

32K V20

A Flows
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M2 GB
T2 GB
M2 GB

™2 GB
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Q Search
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( 850K GlobalCatalog
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§ 70K NetBackup

| 68K Mcafee

§ 65K Trendmicro

' 50K MongoDB

0 49K Commvault
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Top 10 Malicious Ports & Protocols

Port 80 TCP
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Port 53 UDP
Port 22 TCP
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Port 25 TCP

« 260
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88 Dashboard
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O Cloud v
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88 Home Q- Insights

B Resource Traffic

Resource Id: /subscriptions/6cel15ab6-8bcb-4a01-ac2b-98c21f307df1/resourceGroups/testdrive/providers/Microsoft.Compute/virtualMachines/crm-...  x

(2] erm-cfgmgrO1-dev Virtual Machine

Resource Summary

Resource Name crm-cfgmgrO1-dev

Resource Id  /subscriptions/6ce15ab6-8bc...

Cloud A Azure
Region westus
Category # Compute
Resource Type Virtual Machine
Resource State © Succeeded
Account Name Azure-SE75

Account Id  6celbab6-8bcb-4a01-ac2b-9...
Last Updated 11/03/2025 at 01:16:06
Resource Group testdrive

Private IP Addresses

192.168.1.49

Public IP Addresses

Cloud Tags

role | Puppet

Resource Traffic Map
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Q Search
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